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EXECUTIVE SUMMARY 
 
The review and benchmarking of privacy management was included in the 2013 
Integrated Risk-Based Audit and Evaluation Plan approved by the Deputy Minister, upon 
recommendation of the External Audit Advisory Committee. 
 
In 2012, Environment and Climate Change Canada (ECCC) developed and 
implemented a Privacy Policy Framework (PPF) supported by a set of directives and 
procedures. Following a privacy incident, management conducted an assessment of 
specific business processes in 2013.  
 
Also in 2013, senior management requested that the Audit and Evaluation Branch (AEB) 
conduct a review of ECCC’s management framework and key management processes 
with respect to ECCC’s personal information, as well as conduct a benchmarking 
exercise to compare Environment Canada’s privacy processes with those of similar 
federal departments.   
 
Overall, the review confirmed that the required policies and processes for privacy 
management are in place and conform essentially to all elements of the Treasury Board 
(TB) Policy on Privacy Protection. ECCC’s Privacy Policy Framework documents roles 
and responsibilities and privacy processes such as the Privacy Impact Assessment (PIA) 
and the Breach Protocol processes.  The review confirmed that personal information for 
staffing and procurement activities is collected only for the purpose of specific programs. 
 
Since the management assessment, many training sessions have been provided to 
staffing and procurement employees, and almost all employees (over 6,000) took the 
mandatory online security awareness session, which includes a privacy component. The 
Department has also implemented disk encryption on more than 1,900 laptops to ensure 
information security. However, the audit team identified the following areas where 
privacy processes and controls could be improved:  

• Practices and approach to collecting Social Insurance Numbers (SINs) as part of 
the Privacy Policy Framework (PPF); and, 

• Monitoring of Privacy Impact Assessment metrics. 
 
Recommendation 1 
 
The Director General of Corporate Secretariat should consider reviewing ECCC’s 
Privacy Policy Framework to better define the requirements for the collection, use and 
disclosure of the Social Insurance Number. 
 
Recommendation 2 
 
The Director General of Corporate Secretariat should improve its approach to the 
monitoring of Privacy Impact Assessments which are conducted and required.  
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Management Response 
 
Management agrees with the recommendations.  The detailed management response can 
be found under Section 3 of this report.  
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1. INTRODUCTION AND BACKGROUND 
The review and benchmarking of privacy management was included in the 2013 
Integrated Risk Based Audit and Evaluation Plan approved by the Deputy Minister, as 
recommended by the External Audit Advisory Committee. 
 
Government Privacy Requirements 
 
Personal information is defined as information about an identifiable individual which is 
recorded in any form. The Government of Canada is committed to protecting the privacy 
of individuals with respect to the personal information that is under the control of 
government institutions. 
 
The Privacy Act, Privacy Regulations and the Treasury Board (TB) Privacy Policy Suite 
supports the government’s commitment to establish clear standards for the collection, 
use, disclosure and retention of personal information, as well as best practices or 
effective controls for the promotion and enforcement of privacy.  
 
Environment and Climate Change Canada Privacy Management 
 
The Access to Information and Privacy (ATIP) Coordinator, which at ECCC is the 
Director General of the Corporate Secretariat, is responsible for: 

• ensuring appropriate measures and processes are put into effect for the 
creation, collection, retention, accuracy, use, disclosure or disposition of 
personal information;  

• establishing a plan for addressing privacy breaches; 
• establishing procedures for maintaining a record of new uses and disclosures to 

ensure that personal information banks (PIB) remain up to date; 
• informing employees of their responsibilities for privacy management; and 
• establishing authority for the collection and creation of personal information. 

 
Program managers are responsible for: 

• informing the ATIP Division of any new or substantially modified program or 
activity;  

• limiting the collection of personal information to what is directly related to 
programs or activities; and 

• initiating a new Privacy Impact Assessment (PIA) when a program or activity is 
newly created or substantially modified.  

 
Finally, all employees have a responsibility to protect the personal information they 
manage.  
 
ECCC collects different types of personal information throughout the course of its 
program delivery,1 such as age, marital status, race, national or ethnic origin, medical 
records, criminal records, employment history, identifying numbers (e.g. Social Insurance 
Number, Personal Record Identifier). 
 
                                                
1 EC Privacy Policy Framework – November 2, 2012 
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Consistent with the government’s requirements for privacy, ECCC has issued a Privacy 
Policy Framework (PPF) in 2012 which includes internal directives on Privacy Impact 
Assessment, privacy practices and a Privacy Breach Protocol. 
 
Privacy Management Assessment 
 
In response to a privacy incident, ECCC’s Corporate Services Branch (CSB), in 
collaboration with Corporate Secretariat, in 2013 assessed practices related to the 
handling of sensitive and personal information. The assessment included staffing, 
finance and procurement activities.  
 
The assessment identified 124 recommendations that could be quickly implemented, 
followed by several management actions.  At the time of this review, 90 of the 124 
recommendations had been implemented and 34 were deferred pending implementation 
of broader initiatives, such as the SAP financial system and the HR Business Process 
Reorganization.  In response to the assessment, ECCC has put in place many controls to 
help further the protection of personal information, such as the installation of encryption 
software on laptops. 
 
The results of the above-mentioned assessment were considered during the planning 
and scoping of this review.   
 
2. OBJECTIVES AND SCOPE 
 
Objectives 
 
The objectives of this project were twofold: 

• Conduct a review to determine if the necessary policy and management 
framework and key management processes over ECCC’s personal information 
are in place; and 

• Conduct a benchmarking exercise to compare ECCC’s collection of personal 
information processes to other departments of similar size and mandates.  

 
The detailed results of the Benchmarking of Privacy Management exercise are presented 
as a distinct report in Annex 2 (where ECCC’s results are identified as Department #7). 
The benchmarking report presents the comparative results of all seven participating 
departments without specific analysis of ECCC results, while the review report is 
presented from ECCC’s perspective.  
 
Scope  
 
The review focused on privacy management responsibilities of the ATIP coordinator and 
staff, as well as practices of the enabler branches more actively engaged in handling 
personal information (i.e.; staffing and procurement processes). The scope did not 
include:  

• Access to information requests and correction of personal information (accuracy 
verification), since this was considered a lower risk during AEB’s planning 
phase; 

• Sensitive business information, since this is not covered by the Privacy Act; and  
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• Validation of management’s assertions concerning the status of the 124 
recommendations (2013 assessment).   

 
The fieldwork for both the review and the benchmarking exercise was carried out solely 
in the National Capital Region. 
 
Statement of Conformance 
 
This review conforms to the Internal Auditing Standards for the Government of Canada, 
as supported by the results of the quality assurance and improvement program, and as 
applied in the context of a review. 
 
In our professional judgement, sufficient and appropriate procedures have been 
conducted and evidence gathered to provide reasonable assurance of the accuracy of 
the conclusions reached and contained in this report. However, controls were not tested.  
The conclusions are based on a comparison of the situations as they existed at the end 
of the fieldwork (January 2015) against the review criteria. 
 
3. FINDINGS AND RECOMMENDATIONS 
 
Overall, the necessary policy framework and key management processes for personal 
information are in place.  For instance, ECCC has a sound Privacy Policy Framework 
(PPF), which has been communicated across the Department.  Since management 
performed its own assessment in 2013, a number of related controls and safeguards 
have been implemented or improved.   
 
As well, the benchmarking exercise has established that ECCC is the only department 
that has fully implemented its PPF, which covers key TBS guidelines.  ECCC has also 
established the required governance and communicated roles and responsibilities to 
employees through awareness and training.   
 
However, the benchmarking has also demonstrated that a further analysis of personal 
information collected under procurement and staffing processes could be beneficial, 
since ECCC was identified as collecting the most information.  Also, the review has 
identified two areas for improvement: guidance on the processes related to the collection 
of Social Insurance Numbers (SINs), and the monitoring of Privacy Impact Assessments 
(PIAs). 

3.1 Privacy Policy Framework  
 
The TB Policy on Privacy Protection requires heads of institution to establish 
management practices to ensure that the Privacy Act is administered in a consistent 
manner. In order to meet this requirement, ECCC has developed and implemented a 
Privacy Policy Framework (PPF) which details processes, including roles and 
responsibilities for all those involved in managing personal information. The PPF was 
implemented in November 2012, with the last document to be implemented under the 
PPF being the Breach Protocol in September 2013.  
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The benchmarking exercise has highlighted that ECCC is one of six departments (out of 
seven) that have developed a PPF, supported by a set of internal directives and a 
protocol including: 

• Internal Directive on PIA;  
• Internal PIA Approval Process; 
• Internal Directive Privacy Practices; and  
• Privacy Breach Protocol. 

 
The TB Policy on Privacy Protection also requires departments to comply with the 
specific terms and conditions related to the use of Social Insurance Number (SINs) and 
the specific restrictions with regard to their collection, use and disclosure. While ECCC 
has implemented a PPF that includes most of the requirements found in the Privacy Act 
and TB policies, the processes for the collection, use and disclosure of SINs are not 
defined.  
 
One of the recommendations of the management assessment was to modify the process 
for collecting and transmitting personal information (such as SINs). In response to this 
recommendation, the HRB has changed their processes for collecting and transmitting 
sensitive information and are now requesting this type of information over the telephone, 
eliminating any potential paper trail. However, this new process is not reflected in the 
PPF; therefore, employees who are not aware may be collecting personal information in 
an inappropriate manner. This may also increase the risk of intentional or even 
accidental release of SINs.  
 
Recommendation 1 
 
The Director General of Corporate Secretariat should consider reviewing ECCC’s Privacy 
Policy Framework to better define the requirements for the collection, use and disclosure 
of the Social Insurance Number. 
 
Management Response  
 
Agree. The DG of the Corporate Secretariat will review and update ECCC’s Privacy 
Policy Framework. This review will focus on enhancing departmental guidance on the 
requirements for the collection, use and disclosure of Social Insurance Numbers (SIN). 

3.2 Governance, Roles and Responsibilities 
 
According to the Privacy Act, heads of institutions may choose to delegate any of their 
powers, duties or functions. Furthermore, if a decision is made to delegate, a delegation 
order must be signed and the delegated officers or employees must be at an appropriate 
level to fulfil the duty.  
 
As identified in the benchmarking, all seven departments have a formal delegation order 
in place.  At ECCC, the order was approved in September 2013 and delegates full 
authority to the Deputy Minister, Associate Deputy Minister, Director General of the 
Corporate Secretariat, Director of ATIP and Manager of ATIP for all assignable privacy 
responsibilities.  A clear organizational structure also exists for the ATIP group, and a 
separate team is now dedicated to privacy incidents.  
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In addition, TBS has assigned a series of responsibilities to executives and senior 
managers who manage programs or activities involving the creation and handling of 
personal information. These responsibilities are set out in both the TB Policy on Privacy 
Protection and the Directive on Privacy Practices.  
 
While ECCC has not established a specific privacy oversight body, as recommended 
under the related MAF guidance and criteria, overall ECCC has established key 
elements of governance which define roles and responsibilities as well as more detailed 
directives and processes. These are documented in ECCC’s Privacy Policy Framework 
and communicated through different methods, such as training and awareness sessions, 
the ATIP intranet site, the ECOLLAB and News@ECCC. 

3.3 Disclosure and Collection of Personal Information 
 
Pursuant to section 4 of the Privacy Act, personal information can only be collected if it 
relates directly to an operating program or activity. In addition, when information is 
collected under subsection 5(2) of the Act, the individual must also be informed of the 
purpose for which the information is being collected.  The TB Policy on Privacy 
Protection further states that departments should ensure that appropriate privacy 
protection clauses are included in contracts or agreements that may involve 
intergovernmental or trans-border flows of personal information.   
 
The review has confirmed that personal information for staffing and procurement 
activities is being collected only for operational program purposes.  As well, ECCC has 
adopted a disclaimer for both staffing and procurement that also serves to inform 
managers of their obligations to safeguard the information. 
 
As a result of the management assessment, the following additional controls have been 
implemented for the collection and transmission of personal information for staffing and 
procurement: 

• Rather than collecting copies of personal identification, ECCC requires hiring 
managers to sign a letter attesting to the fact that they have viewed the 
identification (mostly done for Fast Track Staffing [FTS]);  

• FTS and procurement employees use the secure printing when dealing with 
personal information; 

• SINs are provided over the telephone by employees (only during the FTS 
process); 

• Unnecessary personal information has been removed from FTS and 
procurement communications; and, 

• Access to personal information for both FTS and procurement employees has 
been restricted to those with a demonstrable business need.  

 
The benchmarking results highlighted that most departments inform individuals that their 
personal information will be protected through a privacy protection clause included in the 
forms/contracts used.  While ECCC normally informs individuals either by phone or by 
email for both staffing and procurement activities, this practice conforms to the policy 
requirements and the Privacy Act.   
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3.4 Privacy Impact Assessments 
 
The TBS Directive on Privacy Impact Assessments (PIA) requires that heads of 
institutions establish a PIA and approval process that: 

• is commensurate with the level of risk related to the privacy invasiveness of the 
institution’s programs or activities; and, 

• ensures the PIA is completed by the senior official or executive responsible in 
the institution for new or substantially modified programs or activities. 

 
PIAs assist program managers with their responsibilities for the proper management of 
personal information.  PIAs are basically a risk management tool which focuses on 
assessing compliance with the requirements of the Privacy Act.  PIAs also help decision 
makers avoid privacy risks and provide the information necessary to make informed 
decisions. By ensuring that PIAs are conducted, ECCC can help anticipate the public’s 
reaction to privacy implications and therefore prevent costly program, service or process 
redesign.  
 
In 2012, ECCC developed its Internal Directive on PIA as well as the Internal PIA 
Approval Process. These documents have been communicated to employees through 
ECOLLAB and ECCC’s internal website.  The directive requires that a process be in 
place where PIAs are: 

• initiated or updated by branch heads; 
• approved by both the ATIP Coordinator and the branch heads; and  
• tracked by the ATIP Manager.  

 
The directive also requires the following information to be tracked on an ongoing basis: 

• number of PIAs initiated; 
• number of PIAs modified; 
• number of PIAs submitted for approval to TBS; 
• number of PIAs submitted for approval to the Office of the Privacy 

Commissioner; 
• number of PIAs approved by TBS; and 
• number of PIAs approved by the Office of the Privacy Commissioner. 

 
Although processes and practices are documented and have been communicated to 
employees, the AEB was unable to determine whether the above information is being 
monitored.  As a result, it is difficult to determine if all the necessary PIAs has been duly 
initiated and completed.  
 
Recommendation 2 
 
The Director General of Corporate Secretariat should improve its approach to the 
monitoring of Privacy Impact Assessments which are conducted and required.  
 
Management Response 
 
Agree. The DG of the Corporate Secretariat will develop an enhanced monitoring system 
for Privacy Impact Assessments conducted and required within the Department. 
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3.5 Awareness and Training 
 
According to Treasury Board policies and directives, all employees who handle personal 
information or are involved in the design and implementation of systems that handle 
personal information must be made fully aware of their obligations. 
 
The benchmarking highlighted that all seven departments hold training and awareness 
sessions. Some departments make it mandatory for all new employees and provide the 
training as part of their orientation.  The following provide some of the best practices from 
other departments regarding training of employees: 

• Part of the intensive program for new inspectors (Prep-School). 
• By request and tailor-made (divisional). 
• Awareness sessions at management/governance tables. 
• In conjunction with IM awareness training. 
• Monthly meetings with ATIP Liaison officers to answer any questions. 
• Tutorial provided with the statement, and posting on the internal web page. 

 
Four departments, including ECCC, send reminders to employees regarding privacy 
breaches.  At ECCC, all new employees must take the mandatory online Security 
Awareness Briefing, which explains employee responsibilities, including access controls 
and handling of information. Over 90% of ECCC employees have completed this 
mandatory training.  
 
In addition, focused training sessions were held with Human Resources, Finance 
(including Procurement) and IM&IT Security employees.  Additional targeted privacy 
training is also being delivered to various departmental employees based on their 
involvement with personal information.  Security and privacy awareness is also being 
raised through various communication articles. 

3.6 Information Holdings 
 
As per the TBS Directive on Privacy Practices, departments should limit access to the 
use of personal information by administrative, technical and physical means to protect 
the information and individuals’ privacy.  TB and ECCC policies also require departments 
to produce annually details of the organization, programs, functions and information 
holdings of the Department. 
 
The benchmarking highlighted that ECCC is following many best practices, such as disk 
encryption on laptops and USB/portable drives to mitigate the risk of compromising 
personal information.  This is in response to recommendations emanating from the 
management assessment mentioned previously.  To date, more than 3,900 laptops have 
been configured with full disk encryption, and more are planned.   
 
As required, all departments including ECCC identify and describe personal information 
in personal information banks (PIBs) on an annual basis.   
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4. CONCLUSION 
 
Overall, the review confirmed that the required policies and processes for privacy 
management are in place and conform essentially to all elements of the Treasury Board 
(TB) Policy on Privacy Protection. ECCC’s Privacy Policy Framework documents roles 
and responsibilities and guidance such as related to Privacy Impact Assessment (PIA) 
and the Breach Protocol processes.  The review confirmed that personal information for 
staffing and procurement activities is being collected only for the purpose of the specific 
programs.   
 
However, the review has identified two areas for improvement: guidance on the 
processes related to the collection of Social Insurance Numbers (SIN) and the monitoring 
of Privacy Impact Assessments (PIA). 
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Annex 1  
Methodology and Criteria 

 
The planning phase for this review was conducted using a risk assessment to confirm 
the audit objective and areas that warranted further examination. The criteria used in the 
context of this review were developed based on a combination of standards/models, 
such as the Global Technology Audit Guide – Practice Guide on Managing and Auditing 
Privacy Risks, the Privacy Act and related TB and ECCC policies and internal directives. 
The review was carried out by using a combination of interviews and an examination of 
documentation.  
 
The management assessment conducted in 2013 by ATIP and IM&IT Security staff and 
the benchmarking study conducted by AEB were also reviewed, and the results were 
taken into consideration.  
 

Review Criteria 
1. Management framework and key management processes over ECCC’s privacy 

information are in place. 
 

Status 
(Met/Not 
Met) 

1.1 Privacy Policy Framework (PPF) – A PPF has been developed and implemented 
to support the management and monitoring of privacy practices. 

Partially 
Met 

1.2 Governance and oversight – Formal governance structures are in place and help 
provide oversight on privacy practices.  

Met 

1.3 
Roles and Responsibilities – Roles and responsibilities are clearly defined and 
communicated for all ECCC employees.  

Met 

1.4 

Disclosure and Collection of Personal Information – Personal information 
being collected relates directly to an operating program or activity. When collected, 
the individual is also informed of the purpose for which the information is being 
collected. 

Met 

1.5 Privacy Impact Assessments (PIA) – PIAs are being conducted for substantially 
modified programs and activities that involve personal information. 

Partially 

Met  

1.6 
Awareness and Training – Privacy and awareness training sessions are being 
conducted and provide the necessary information to employees to enable them to 
fulfil their roles and responsibilities. 

Met 

1.7 
Information Holdings – Personal information under the control of ECCC is 
identified and described in classes of Personal Information Banks (PIB) on an 
annual basis.  

Met 
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Project Key Dates 
Opening conference (launch memo) November 2013 
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Deputy Minister approval December 2015 
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1. Introduction 
 
In 2013, the Environment and Climate Change Canada (ECCC) Corporate Services 
Branch (CSB), in collaboration with the Corporate Secretariat, conducted an assessment 
of practices related to the handling of sensitive and personal information.  The 
assessment led to recommendations that could be quickly implemented, followed by 
several management actions.  Senior management also mandated the Audit and 
Evaluation Branch (AEB) to conduct a benchmarking study to compare ECCC’s staffing 
and procurement processes with those of other departments of similar size and 
mandates.  This project was therefore included in 2013 Risk-Based Audit Plan approved 
by the Deputy Minister, upon recommendation of the External Audit Advisory Committee. 
 
The results of this study will form part of the overall Review of Privacy Management 
conducted by the AEB. 
 
The purpose of this report is to present the findings of the benchmarking.  
 
2. Background 
 
2.1 Applicable legislation and policies 
 

The Privacy Act, Regulations and related policies and directives support the 
government’s commitment to ensure personal information collected on individuals is 
secured, used and maintained in a consistent and appropriate manner.  Personal 
information is defined as information about an identifiable individual which is recorded in 
any form.  Under the Act, no personal information shall be collected by a government 
institution unless it relates directly to an operating program or activity of the institution.2  
Also under the Act, the institution/department head or the head’s delegates are 
responsible for:  

• Preparing and tabling in each House of Parliament an annual report on the 
administration of the Act;  

• Preparing new or modified personal information bank (PIB) descriptions; and  
• Providing TBS with:  

o A copy of the annual report; 
o An update to its chapter in Info Source, including proposed new or 

modified PIBs; and  
o A statistical report on the administration of the Privacy Act within the 

institution.3 
 
As well, any program, service or system that collects and stores personal information 
must conduct Privacy Impact Assessments (PIAs) to identify, assess and mitigate 
privacy risks. 
 

                                                
2 Privacy Act: s. 4 
3 TB Policy on Privacy Protection: s. 6.3.2 
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In addition to the Privacy Act and Privacy Regulations, there are several TB policies and 
directives which impact directly the management of privacy and personal information, 
including, but not limited to: 

• Policy on Privacy Protection;  
• Policy on Government Security;  
• Policy on Information Management;  
• Directive on Privacy Practices;  
• Directive on Privacy Impact Assessment; and  
• Guidelines for Privacy Breaches. 

The TB Policy on Privacy Protection of 2008 underwent minor revisions and was 
updated in August 2014.  The policy specifies a number of obligations of federal 
institutions for sound management practices in the handling and protection of personal 
information, including the following key requirements: 
 
• Making employees of the government institution aware of policies, procedures and 

legal responsibilities under the Act. 
• Meeting the requirements of the Privacy Act when contracting with private sector 

organizations or when establishing agreements or arrangements with public sector 
organizations. 

• Ensuring that appropriate privacy protection clauses are included in contracts or 
agreements that may involve intergovernmental or trans-border flows of personal 
information. 

• Ensuring compliance with the specific terms and conditions related to the use of 
Social Insurance Numbers and the specific restrictions with regard to their collection, 
use and disclosure. 

• Ensuring that, when applicable, Privacy Impact Assessments (PIAs) and multi-
institutional PIAs are developed, maintained and published. 

• Updating on a yearly basis personal information banks (PIBs).  These PIBs hold 
descriptions of personal information organized and retrievable by a person’s name 
or by an identifying number, symbol or other specific information assigned only to 
that person.4  

• Consulting with TBS on any proposal for the establishment or revocation of an 
exempt bank, and submitting a specific request to the President of the Treasury 
Board with regard to the proposal. 

 
3. Objective, Scope and Methodology 

 
The benchmarking objective was to compare ECCC’s key privacy processes to selected 
comparable other government departments (OGDs) to implement best practices where 
warranted.  Annex 1 sets out the main topics for the study and questions concerning: 
 

• privacy policy framework (PPF); 
• governance and oversight; 
• roles and responsibilities; 
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• disclosure and collection of personal information; 
• PIA; 
• awareness and training; and  
• information holdings.  

 
The topics were selected based on requirements of the Privacy Act and TB policies 
relating to the protection of personal information.  The study also focused on the 
handling of personal information specific to the staffing and procurement processes. 
 
The study was conducted using an online survey complemented by interviews and 
documentation review to support the analysis and comparison of privacy management in 
seven departments.  The selection of departments was based on their similarity in size 
and nature of operations. The following departments participated in the study:   
 

• Environment and Climate Change Canada; 
• Agriculture and Agri-Food Canada; 
• Canadian Food Inspection Agency; 
• Fisheries and Oceans Canada;  
• National Research Council Canada; 
• Natural Resources Canada; and 
• Transport Canada. 

 
The following processes were used to gather information and report on results: 

• An initial survey was sent to ATIP coordinators of OGDs with a copy to their 
chief audit executives (CAEs); 

• When required, the survey was followed by interviews with the departments 
to clarify and/or obtain further information;  

• Answers and data obtained were analyzed and compared; 
• Best practices were noted;  
• As agreed with departments at the outset, the results of the analysis were 

shared in a semi-confidential manner (participants are identified, but the 
results are not linked to specific participants); 

• Comments and feedback received through the validation process with the 
departments were consolidated and incorporated in this final report, 
respecting the same principle of confidentiality.  

 
The scope did not include access to information requests, correction of personal 
information (accuracy verification) or IT infrastructures and safeguards. 
 
4. Observations 
 
Overall, the privacy management practices of participating departments were similar to 
those of other departments.   

• All departments have developed a Privacy Policy Framework (PPF) as 
required by the Privacy Act and the TB Policy on Privacy Protection.   

• While most departments responded that the implementation was well 
advanced, to date only one has fully implemented its PPF.   
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• Oversight is provided through general governance structures and the 
reporting relationships for all departments. 

• Although there are similarities in the departments’ tools for processing 
personal information, there is considerable variety in terms of the type of 
personal information they collect.  All departments have taken steps to limit 
the collection of personal information.   

• All departments offer employee training on privacy issues, and most 
periodically remind employees of their obligations. 

 
4.1 Privacy Policy Framework 
 
As per the TB Policy on Privacy Protection, heads of government institutions are 
responsible for the effective, well-coordinated, and proactive management of the Privacy 
Act and Privacy Regulations within their institutions.  Documented directives and 
protocol help heads coordinate and be proactive in managing an effective privacy 
program.  An PPF should set out clear responsibilities in government institutions for 
decision-making and managing the implementation of the Privacy Act and Privacy 
Regulations. 
 
Although all seven departments have developed a PPF, only one has fully implemented 
its framework.  Six had 50% or more of their frameworks implemented.  One department 
was planning its implementation for March 2015. 
 
Frameworks for the majority of departments included similar sections. Most departments 
followed TBS guidance and include guidance on privacy practices, Privacy Impact 
Assessments (PIAs), privacy breaches, and consent and notification/release. All 
departments have guidelines on privacy breaches, which were covered by the latest TB 
Guidelines for Privacy Breaches.  These guidelines are in addition to and complement 
general TB policies and guidelines, such as the 2008 TB Directive on Social Insurance 
Number (SIN). 
 
One department’s PPF demonstrates best practices and includes several guideline 
documents. The roles, responsibilities and requirements are described in detail.  For 
example, the departmental policy governing the management of personal information 
sets out the differences between delegated authority and legislated responsibilities. The 
same document describes the retention and destruction requirements as well as a 
privacy protocol for non-administrative purposes. 
 
As a best practice, an effective PPF would require regular gap analysis to make sure 
relevant policies have been properly implemented.  Of the six departments that have 
implemented a policy framework, three have conducted a gap analysis of their 
compliance with TB policy and directives. One department responded that it has 
developed a Privacy Breach Guideline as a result of its gap analysis. 
 
The following table presents the department’s key guideline topics included in their PPF. 
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Figure 1 - Key Guideline Topics in PPF 
  (1) (2)  (3)  (4) (5) (6)    (7) 
Privacy 
practices/protocol/
roles and 
responsibilities 

Yes Yes Yes No Yes Yes Yes 

Privacy Impact 
Assessments / risk 
assessments 

Yes Yes Yes No Yes Yes Yes 

Privacy breaches Yes Yes Yes Yes Yes Yes Yes 

Social Insurance 
Number (SIN) 

No No Yes No No No No 

Consent and 
notification / 
release guidelines 

No No No Yes Yes Yes Yes 

 
Figure 1 Description 
 
The above mentioned table describes the department’s key guideline topics included the 
participating departments’ privacy policy framework (PPF).  The departments responded 
with a yes or no answer according to the key guideline topics in their respective PPF. 
The topics included:  

• Privacy practices/protocol/roles and responsibilities, one out of seven 
departments answered no; 

• Privacy Impact Assessments/risk assessments, one out of seven departments 
answered no; 

• Privacy Breaches, all departments answered yes; 
• Social Insurance Number (SIN), one out of seven departments answered yes; 

and 
• Consent and Notification/release guidelines, four out of seven departments 

answered yes. 
 
 
 
4.2 Governance and Oversight  
 

As per the TB Policy on Privacy Protection,5 heads of government institutions are 
responsible for:  

                                                
5 Section 6.1 of the TB Policy on Privacy Protection 
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• Deciding whether to delegate any of their powers, duties or functions under the Act; 
and 

• Signing an order, if a decision is made to delegate, authorizing one or more officers 
or employees of the institution, who are at the appropriate level, to exercise or 
perform the powers, duties or functions of the head, specified in the order.  Once an 
order is signed, the powers, duties or functions that have been delegated may only 
be exercised or performed by the head of the institution or by the named officer(s) or 
employee(s).  Delegates are accountable for any decisions they make.  Ultimate 
responsibility, however, still rests with the head of the government institution.  

Heads of government institutions are responsible for deciding whether to delegate, 
pursuant to section 73 of the Privacy Act, any of their powers, duties or functions under 
the Act.  All seven departments follow best practices and have a formal delegation of 
authority in place.  The level of delegation of authority differs from department to 
department, (see Figure 2) but all involve their ATIP group. 
 

Figure 2: Delegation for Privacy Management 
Authority levels  (1) (2) (3)  (4) (5) (6)  (7) 
Assistant Deputy 
Minister / Chief Privacy 
Officer 

Yes Yes Yes No Yes Yes No 

Director General 
responsible for ATIP 

No Yes Yes No Yes Yes Yes 

Director of ATIP Yes Yes Yes Yes Yes No Yes 

Deputy Director / 
Manager of ATIP 

No Yes Yes Yes Yes No No 

 
Figure 2 Description 
 
The above mentioned table describes the different responsibility levels of delegation in 
all seven of the participating departments for Privacy Management.  
The departments responded with a yes or no answer for the following authority levels: 

• Assistant Deputy Minister/Chief Privacy Officer, two out of seven departments 
answered no; 

• Director General responsible for ATIP, two out of seven departments answered 
no; 

• Director of ATIP, one out of seven departments answered no; and 
• Deputy Director/Manager of ATIP, four out of seven departments answered yes. 

 
According to TBS Management Accountability Framework (MAF) guidance, departments 
should have in place an oversight body for the governance of its management, which 
would include the management of its privacy responsibilities. 
  
When questioned on this guidance, no department specifically mentioned having an 
oversight body.  Departments responded by referring to their formal delegation of 
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authorities and reporting relationships.  Oversight is provided through general 
governance structures and the reporting relationships. 
 
To ensure an effective PPF has been implemented and that proper oversight has been 
provided on privacy practices, the TB Policy on Privacy Protection makes heads of 
government institutions or their delegates responsible for monitoring compliance with the 
policy as it relates to the administration of the Privacy Act.  This monitoring can take the 
form of a privacy review or audit. 
 
One department conducted a privacy audit in 2010 and another department conducted a 
privacy assessment in 2013. 

4.3 Roles and Responsibilities  
As per the TB Policy on Privacy Protection, heads of government institutions should 
ensure clear responsibilities for decision-making and managing the application of the 
Privacy Act and Privacy Regulations.  They should also ensure employees of the 
government institution are made aware of policies, procedures and legal responsibilities 
under the Act. 
 
Although six departments communicate employee roles and responsibilities through their 
ATIP groups, one department could not confirm whether these had been communicated.  
 
We noted the best practice of providing written documentation on the roles and 
responsibilities through a framework or a handbook, and providing training sessions to 
employees.  
 

4.4 Disclosure and Collection of Personal Information  
 
This section covers the collection, processing and disclosure of personal information 
specific to the procurement and staffing processes. 
 
Collection 
 
According to the Privacy Act, personal information shall not be collected by a 
government institution unless it relates directly to an operating program or activity of the 
institution. While the purpose of this exercise was not to assess whether information 
collected was related to an operating program, the AEB was interested in understanding 
the type of information being collected in the context of procurement and staffing 
processes and possibly enable implementation of best practices where possible. 
 
The following (Figure 3) presents the results of the survey specific to procurement and 
contracting activities.  Overall, two departments collect all the information indicated 
below and all participating departments collect the name, address (past and present) 
and email address. The table also displays considerable variety in terms of other types 
of personal information that is collected. 
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Figure 3 – Personal Information Collected for Procurement Activities 
 

Information Collected 

(1) (2) (3) (4) (5) (6) (7) 

% of 
Departments 

Collecting 
this 

Information 
Name x x x x x x x 100% 
Address (past and present) x x x x x x x 100% 
Email address x x x x x x x 100% 
Phone number   x x x x x x 86% 
Billing rate or exact salary figure x x x   x x x 86% 
Date of birth x     x x x x 71% 
Confirmation of security 
clearance     x x x x x 71% 
Previous employment       x x x x 57% 
Work start and end dates     x x x x x 57% 
Location of work     x   x x x 57% 
Academic level         x x x 43% 
Social Insurance Number       x x   x 43% 
Hours of work (temp help)         x x x 43% 
Other x x         x 43% 

 
Figure 3 Description 
 
The above mentioned table displays the results of personal information collected for 
procurement activities in all seven departments. 
The departments responded to a specific survey and the results are as follows: 

• Name, address (past and present) and email address 100%; 
• Phone number and billing rate or exact salary figure 86%; 
• Date of birth and confirmation of security clearance 71%; 
• Previous work employment, work start and end dates and location 

of work 57%; and 
• Academic level, Social Insurance Number and hours of work (temp help) and 

other 43%. 
 
In the case of the staffing process, we noted that, as a best practice, , rather than 
collecting copies of personal identification related to staffing actions, one department 
requires the hiring managers to sign a letter attesting to the fact that they have viewed 
the identification.  This provides an additional safeguard against any unauthorized 
access to personal information.   
 
The following presents the type of personal information collected in the context of the 
staffing process.  It is important to note that one department (Department 6) did not 
provide a response to this section of the survey.   
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Once again, the table shows that there is a wide variety of information that is collected, 
with the following information being collected by all departments:  name, address, phone 
number, email address and résumés. Under the category of “Other types of information,” 
one department noted that they collect a signed consent form allowing the release of the 
individual’s personal information into the Priority Information Management System 
(PIMS). 
 

Figure 4 – Personal Information Collected for Staffing Activities 
 

Staffing 

(1) (2) (3) (4) (5) (7) 

% of 
Departments 
Collecting this 
Information 

Name x x x x x x 100% 
Address (past and present) x x x x x x 100% 
Phone number  x x x x x x 100% 
Email address  x x x x x x 100% 
Résumé x x x x x x 100% 
Academic level    x x x x x 83% 
Confirmation of security clearance    x x x x x 83% 
Social Insurance Number   x x x x x 83% 
Psychological assessment    x x x x x 83% 
Work start and end date    x x x x x 83% 
Date of birth     x x x x 67% 
Attestation from academic institutions    x x   x x 67% 
Personal security briefing form    x x   x x 67% 
Personal record identifier (PRI)    x x   x x 67% 
Scan of citizenship card    x x   x x 67% 
Proof of Canadian citizenship attestation    x x   x x 67% 
Hours of work    x x x   x 67% 
Location of work    x x   x x 67% 
Supervisor’s name and position    x x   x x 67% 
Previous employment    x x   x x 67% 
Scan of driver’s license    x x     x 50% 
Scan of birth certificate    x x     x 50% 
Scan of passport    x x     x 50% 
Exact salary figure    x x     x 50% 
Position classification code    x x     x 50% 
Other, please specify x x     x   50% 
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Figure 4 Description 
 
The above mentioned table displays the results of personal information collected for 
staffing activities from six of the seven departments. 
 
The results are as follows: 

• Name, address (past and present), phone number, email address and resume 
100%; 

• Academic level, confirmation of security clearance, Social Insurance Number, 
psychological assessment and work start and end dates 83%; 

• Date of birth, attestation from academic institutions, personal security briefing 
form, personal record identifier (PRI), scan of citizenship card, proof of Canadian 
citizenship attestation, hours of work, location of work, supervisor’s name and 
position and previous employment 67% and; 

• Scan of driver’s license, scan of birth certificate, scan of passport, exact salary 
figure, position classification code and other 50%. 

 
 
The Privacy Act requires that when personal information is collected, the individual be 
informed of the purpose for which the information is collected.  It also states that: 
“Personal information under the control of a government institution should not, without 
the consent of the individual to whom it relates, be disclosed by the institution except in 
accordance with this section.”  The TB Policy on Privacy Protection specifically states 
that departments should ensure that appropriate privacy protection clauses are included 
in contracts and agreements that may involve intergovernmental or trans-border flows of 
personal information.   
 
Best practice would require some form of documentation as to how an individual was 
informed of the purpose of collection.  Most departments informed the individual that 
their personal information would be protected through a privacy protection clause 
included in the forms/contracts that collect personal information.  One department 
informed individuals either by phone or by email. 
 
The Act and the TB Policy on Privacy Protection do not describe the methods of 
collection that can be used.  Depending on the type of information collected and its 
sensitivity, the departments surveyed use a variety of collection methods. 
 
For contracting, of the seven departments that participated in the study:  

• six collect personal information via email and forms;  
• five obtain information by telephone or fax;  
• four obtain personal information through scanned copy; and 
• three obtain information either by paper or by other means such as quotes 

submitted by the vendor.  
 
For staffing, the six departments responding to the survey questions collect personal 
information for staffing actions through one or more of the following methods: 

• six use email;  
• one uses either fax or telephone; 
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• six use either paper or electronic forms .  
 
Based on our analysis of the information received, email and electronic forms are seen 
as better practices to collect personal information because of the encryption capability.   
 
Processing 
 
Once the personal information has been collected, departments require robust 
processes to ensure that their personal information collections are secure and are 
accurate for reporting on an annual basis.  The use of printers or scanners requires a 
protocol for ensuring the information is not left stored on the device, and printed material 
must be shared and stored in accordance with classification requirements. 
 
For contracting, of the seven departments responding to the survey questions: 

• all seven process personal information through email; 
• six use system software or an application for their personal information 

collections; and 
• two also process the information through the use of fax, paper, printer or 

scanner. (see Figure 5) 
 
For staffing, of the six departments responding to the survey questions: 

• all six process personal information through email and a system software or 
application (e.g. PeopleSoft); and  

• three also include paper forms and files in their processes. (See figure 5) 
 
As stated in the previous section, email and electronic forms are seen as better practices 
to process personal information because of the encryption capability.  
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Figure 5 - Methods for Processing Personal Information for Staffing and 

Procurement Activities 

 
 
Figure 5 Description 
 
The above mentioned bar chart depicts the survey results on methods used for 
processing personal information for staffing and contracting activities.  All seven 
departments responded to questions on contracting and only six departments on 
staffing.    
 
 
Disclosure 
 
To comply with the intent of the Act and TB policy, departments should restrict access to 
personal information to those employees who need this information to operate their 
program and to others according to the allowable purposes for disclosure to a public or 
private institution, pursuant to section 13 of the Act. 
 
When surveyed, all departments responded that they only give formal access to 
personal information to those employees within the department who have responsibilities 
for either staffing or procurement, such as administrative officers or team leaders 
responsible for administering a contract, HR employees and managers responsible for 
staffing actions.  The departments surveyed also indicated that personal information is 
also shared with other government departments (OGDs), federal or provincial, and/or 
private organizations in the context of staffing or procurement activities. 
 
Sharing information depends on each department’s mandate.  Some departments work 
closely together, which necessitates the sharing of personal information.  According to 
the survey, all departments comply with the purposes set out in section 13 of the Act. 
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One of the expected results of the TB Policy on Privacy Protection is to ensure 
consistent public reporting on the administration of the Act through annual reports to 
Parliament, statistical reports and the annual publication of Info Source.  All seven 
departments stated that they produce a statistical report and description of their PIB.  
With the exception of one department, all also review their description on an annual 
basis.  
 
4.5 Privacy Impact Assessments 
 
The TB Policy on Government Security and the TB Directive on Privacy Impact 
Assessments require that PIAs be conducted for substantially modified programs and 
activities that involve personal information.   
 
Six departments follow the best practice of documenting their PIA processes.  Although 
one department has formalized its process, they are still conducting PIAs on an ad hoc 
basis.  Results also show that other departments are using a variety of methods to 
partially fulfill this responsibility: in one department, the ATIP group works closely with 
their IT group and therefore gets notified when there are any information systems that 
are being implemented or substantially modified; another department shares a PIA 
questionnaire with all program managers. 
 
4.6 Employee Awareness and Training  
 
According to Treasury Board policies and directives, all employees who handle personal 
information or are involved in the design and implementation of systems that handle 
personal information must be made fully aware of their obligations. 
 
All departments conduct training and awareness sessions.  Some departments make it 
mandatory for all new employees and provide the training as part of their orientation.  
The following lists the types of best practices for providing training to employees within 
the different departments: 

• Part of the intensive program for new inspectors (Prep-School). 
• By request and tailor-made (divisional). 
• Awareness sessions at management/governance tables. 
• In conjunction with IM awareness training. 
• Monthly meetings with ATIP Liaison officers to answer any questions. 
• Tutorial provided with the statement, and posting on the internal web 

page. 
 
Four departments followed best practice and sent reminders to employees regarding 
privacy breaches.  A privacy breach is an incident or event that violates the Privacy Act 
and occurs when there is improper or unauthorized collection, use, disclosure, retention 
or disposal of personal information.  
 
4.7 Information Holdings 
 
The TB Policy on Privacy Protection requires that departments “ensure effective 
protection and management of personal information by identifying, assessing, monitoring 

http://laws-lois.justice.gc.ca/eng/acts/P-21/page-1.html#h-3
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and mitigating privacy risks in government programs and activities involving the 
collection, retention, use, disclosure and disposal of personal information.” 
 
The results of our analysis indicated that six departments use encryption digital 
signatures and certificate authentication to mitigate the risk of a privacy breach. One 
department was unaware as to whether such a device was being used in their 
department at the time of this survey.    
 
Four departments use laptops and USB or portable drives to collect personal 
information.  Of those departments, three have proper protection procedures in place 
requiring that the USB key be ordered through the IT groups and encrypted. 
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Annex 1 – Benchmarking Topics and Survey Questions 
 

Benchmarking Topics 
 
 

1.1 

Privacy Policy Framework (PPF) – An effective PPF has been developed and 
implemented to support the management and monitoring of privacy practices. 

Has a PPF been developed and what is the level of implementation? 

What elements are covered in your PPF? 

Have you conducted a privacy policy gap analysis? 

1.2 

Governance and Oversight – Formal governance structures are in place and help 
provide oversight of privacy practices.  

Do you have a formal delegation order for privacy responsibilities? 

What type of governance structures do you have in place in terms of privacy 
management? 

Was a privacy review or audit conducted in your department?  If so, in what year was it 
conducted? 

1.3 

Roles and Responsibilities – Roles and responsibilities are clearly defined and 
communicated for all ECCC employees.  

Have the roles and responsibilities in terms of privacy management been 
communicated to contracting and staffing officers? 

 

1.4 

Disclosure and Collection of Personal Information – Personal information that is 
collected relates directly to an operating program or activity. When collected, the 
individual is also informed of the purpose for which the information is being collected. 

What type of personal information do you collect for procurement and contracting 
activities? 

What type of personal information do you collect for staffing activities? 

When collecting personal information for any type of contract or staffing action, how 
do you inform individuals of the purpose for which their information is being collected? 

Do your forms/contracts include a privacy protection clause? (Form used to collect 
personal information for contracts and staffing) 

How do you collect personal information for contracting and staffing activities? 

How do you process personal information once collected from the individual for 
contracting or staffing processes) 

How is access to personal information determined for contracting and staffing? 
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Do you share personal information with other organizations? If so, with whom? 

1.5 

 

Privacy Impact Assessments (PIA) – PIAs are conducted for substantially modified 
programs and activities that involve personal information. Sound management and key 
decisions are made based on the results of the PIAs. 

Is the Privacy Impact Assessment (PIA) process documented? 
How do you ensure PIAs are conducted for all new or substantially modified programs 
and activities that involve personal information? 

 

1.6 

Awareness and Training – Privacy and awareness training sessions are conducted 
and provide the necessary information to employees to enable them to fulfil their role 
and responsibilities. 

Does your department/agency conduct awareness/training sessions? If so, what type of 
awareness/training sessions are available to employees? 

Do you send reminders to employees about potential privacy breaches? 

How do you ensure that all personal information under the control of your organization 
is identified and described? 

1.7 

Information Holdings – Personal information under the control of ECCC is identified 
and described in classes of personal information banks (PIB) on an annual basis.  

Do you use encryption to protect personal information? 

What type of encryption do you use? 

Which portable/mobile devices are used in the collection of personal information? 
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